
BIOLOGICAL WEAPONS CONVENTION IMPLEMENTATION SUPPORT UNIT

Engineering Safe, 
Secure & Solely 

Beneficial Biology

Presenter
Presentation Notes
 



BIOLOGICAL WEAPONS CONVENTION IMPLEMENTATION SUPPORT UNIT

Synthetic Biology …

Abstraction

Characterization

Standardization
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For the purpose of this presentation, I am asserting that synthetic biology is the creation of a genuine engineering discipline for biology (more than just metabolic pathway engineering) and that it…
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… makes applying biology easier

We are looking at a future in which 
biology can be engineered. Our 

increasingly finessed control over 
biology offers unparalleled social, 

health, economic and environmental 
opportunities. Beneficial applications 

are already appearing for energy, drug 
production, materials and medicine.Amb. Georgi Avramchev

Chair of 2008 Meetings
of the BWC

Presenter
Presentation Notes
Makes the application of biology easier, faster, cheaper and more reliable. 
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Ultimately synthetic biology means 
cheaper and widely accessible 

tools to build bioweapons, virulent 
pathogens and artificial organisms 

that could pose grave threats to 
people and the planet. The danger 
is not just bio-terror, but "bio-error," 

… as well as the risks and threats

Presenter
Presentation Notes
 But just as it magnifies the potential benefits we can obtain from biology It also increases the attendant risks Therefore, for this presentation, I am considering synthetic biology is not a new sub-discipline of biology Is a new approach to applying biological knowledge Other words - is just like biology, but more so.
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how SB is used 
determines if it 

will be good    
or bad 

SB is value neutral:

Presenter
Presentation Notes
 And one of the things we know about biology is that it is value neutral It is not inherently good or inherently bad It is the application to which it is put that determines if its impact will be beneficial or detrimental As a result, the intent of those doing or using biology becomes vitally important. Addressing intent is what securing biology is all about  Not about banning certain activities  All about making sure only used for collective benefit
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The global ban on malign intent
Article I Never under any circumstances to acquire or retain biological weapons

Article II To destroy or divert to peaceful purposes biological weapons and 
associated resources prior to joining

Article III Not to transfer, or in any way assist, encourage or induce anyone else 
to acquire or retain biological weapons 

Article IV To take any national measures necessary to implement the provisions 
of the BWC domestically

Article V To consult bilaterally and multilaterally to solve any problems with the 
implementation of the BWC

Article VI To request the UN Security Council to investigate alleged breaches of 
the BWC and to comply with its subsequent decisions

Article VII To assist States which have been exposed to a danger as a result of a 
violation of the BWC

Article X To do all of the above in a way that encourages the peaceful uses of 
biological science and technology

http://www.unog.ch/bwc

Presenter
Presentation Notes
 Focus on intent underpins efforts by the BWC and other regimes that deal with bioweapons Here it is in 4 sentences:Do not acquire or retain biological or toxin weaponsDo not help or allow anyone else to acquire such weaponsTake necessary domestic measures to ensure such weapons are prohibitedDo all this in a way that encourages the peaceful uses of biological science and technology
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I want to play a game
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(Q) Which projects were part 
of a weapons programme?
1. Ministry of Agriculture and Fisheries: Investigation 

on Bovine Contagious Abortion at the Veterinary 
Laboratory

2. Survival of the Foot-and-Mouth Disease virus: Virus 
in damp hay and bran

3. Effects of insecticides and herbicides on animals

4. Virulence of non-sporulated bacteria via the 
respiratory tract

Presenter
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Answer: All of them1942 research Veterinary Laboratory, Weybridge, UK , from PRO document MAF 200/1 – Agricultural Research Council1926 research, Lister Institute, Chelsea, London from “H.H., Skinner, “The British Contribution to research on FMD Prior to 1950”, Unpublished Document, Institute for Animal Health, Surrey, UK.”1951, Investigation sponsored by the Agricultural Defence Advisory Committee, from “S. Whitby on Anticrop Biological Weapons Programs in Deadly Cultures: Biological Weapons Since 1945” Work undertaken prior to 1940 by the Centre d’Etudes du Bouchet, from O. Lepick on The French Biological Weapons Program in Deadly Cultures: Biological Weapons Since 1945”
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(Q) Which were built for 
biological warfare?

Plum Island Animal Disease Centre DSTL Porton Down 

UK Public Health laboratory Service Pirbright Institute for Animal Health

A B

C D

Presenter
Presentation Notes
Answer: A & DA was originally Fort Terry, a US army base commisioned by the Chemical Corps (who also did biological weapons) to investigate anti-animal biological weaponsB was originally the Chemical Warfare Establishment, set up by the UK War Office to develop and protect against chemical weaponsC the entire public health laboratory service in the UK was set up (at least in part) to detect and respond to an attack with biological weaponsD The world reference lab for foot-and-mouth disease, was created originally to pursue anti-animal biological warfare in the UK.
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(Q) Which Nobel Prize wining 
scientist made bioweapons?

Sir Alexander   
Flemming

Paul Hermann 
Müller

Max Theiler Selman Abraham 
Waksman    

Presenter
Presentation Notes
Answer: None, as far as I know – the whole point is that you can’t tell by just looking1 – Sir Alexander Flemming (Nobel Prize in Physiology or Medicine, 1945) "for the discovery of penicillin and its curative effect in various infectious diseases“2  - Paul Hermann Müller (Nobel Prize in Physiology or Medicine, 1948) "for his discovery of the high efficiency of DDT as a contact poison against several arthropods" 3 – Max Theiler (Nobel Prize in Physiology or Medicine, 1951) "for his discoveries concerning yellow fever and how to combat it“4 - Selman Abraham Waksman (Nobel Prize in Physiology or Medicine, 1952) "for his discovery of streptomycin, the first antibiotic effective against tuberculosis"  
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In practice, difficult to tell   
the good from the bad

Presenter
Presentation Notes
 So what I hope this little game illustrates is that it is not easy to spot the malign use of biology In fact, it is difficult to detect the people, activities or facilities that are doing ‘bad’ biology as opposed to ‘good biology’ Differentiating between the two is quite a challenge A challenge that has yet to be overcome –even by the international community Increasingly clear, any solution dependent upon scientific community Therefore important to strengthen ties between science & security Also build capacity amongst scientists to ensure their work is safe, secure and pursued solely for beneficial purposesRemainder of slides look at our projects to improve relations between science and security communities
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http://biobricks.org

Presenter
Presentation Notes
Security issues at SB Events (1) – SB.X Conferences Interaction between security / policy community & SB scientific community already begun SB community has long history of efforts to engage with social implications of work I have been involved since 2007 Can see me presenting on BWC & security issues @ SB4.0 in Hong Kong in 2008 Also participated in SB5.0 in Palo Alto in June 2011 Other project came about really through involvement in these meetings Me, & others like me, regularly attend scientific conferences to highlight the importance of security issues Always amazed that we even get chance to do this – no comparable slots in other scientific meetings  One of reason keep going back it how willing to engage this community is Really able to engage with issues outside usual comfort zone Personally convinced it is because of interdisciplinary nature of science If a biologist can understand a mathematician or computer modeller  - a policy person not too much of a stretch. 
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http://2011.igem.org

Presenter
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Security issues at SB Events (2) - iGEMiGEM is the premiere undergraduate SB competition. Student teams given kit of biological parts at the beginning of the summerWorking at their own schools, they use these parts and new parts of their own to build biological systems and operate them in living cells. Projects entered into regional competition (USA, Europe & Asia)Best projects compete at World Championships at MIT in Nov.Competition format is highly motivating and fosters hands-on, interdisciplinary education. Biology students learn engineering approaches and tools to organize, model, and assemble complex systems Engineering students are able to immerse themselves in applied molecular biologyWant to point out that we run a security component in the competitionHelps teams to identify potential dual use aspects of their workEngages with teams to raise awarenessBuilding practical tools to help address security issues
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1. Would the materials used in your project and/or your final product pose:
a. Risks to the safety and health of team members or others in the lab?
b. Risks to the safety and health of the general public if released by design or 

accident?
c. Risks to environmental quality if released by design or accident?
d. Risks to security through malicious misuse by individuals, groups or states?

Please explain your responses (whether yes or no) to these questions. 

2. Specifically, are any parts or devices in your project associated with (or known to 
cause):
- pathogenicity, infectivity, or toxicity? 
- threats to environmental quality? 
- security concerns?

If your response to any of the questions above is yes:
a. Explain how you addressed these issues in project design and while 

conducting laboratory work.
b. Describe and document safety, security, health and/or environmental issues 

as you submit your parts to the Registry.

3. Under what biosafety provisions will / do you operate?
a. Does your institution have its own biosafety rules and if so what are they?
b. Does your institution have an Institutional Biosafety Committee or equivalent 

group? If yes, have you discussed your project with them? 
c. Will / did you receive any biosafety and/or lab training before beginning your 

project? 
d. Does your country have national biosafety regulations or guidelines? 

Presenter
Presentation Notes
Slide shows the set of safety and security questions that teams answerCompleting these questions necessary to competeAnswers are reviewed during judging process (partly by me)Also fed into human practices competitionCan result in special recognitionE.g. Special award presented in 2010 to recognize excellence in safety & securityTeams DO take this issues seriouslySome chose to make security themes topic of their main projectE.g. VT-ENSIMAG Biosecurity team from 2010 worked on bioinformatics project to create screening software to identify sequences uniquely related to agents of concern (pathogens and toxins). Team then used the screening software to show that virtually no parts in the iGEM registry came from such agentsA single part was identified -  but had already been clearly labeled as coming from a pathogen Others make it part of an associated human practices project:E.g. PKU Beijing team in 2009 conducted a survey of 17 biotech supply companies to see if they would deliver laboratory resources to a domestic address. Team discovered many companies they contacted would complete their orders. Made suggestions on how regulators, companies and the community might work together to enable exciting science whilst minimizing associated risks 
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http://ung.igem.org/wiki/images/e/ec/UNICRI-synNanobio-final-2-public.pdf

Presenter
Presentation Notes
Two Way Relationship (1) – SB in Security / Policy Circles UNICRI project to assess possible risks & examine policy responses Two stages – first meeting on risks Took place in Turin, Italy in March 2010  Second meeting took place in Geneva in June – looked at possible responses Process produced a report with UN logo Convinced this is a useful tool for SB community Help them demonstrate the reality of the implications of their work and showcase all their efforts to address these implications Next few slides look at some of conclusions & recommendations



BIOLOGICAL WEAPONS CONVENTION IMPLEMENTATION SUPPORT UNIT

Presenter
Presentation Notes
Conclusions & Recommendations (1) – General approach & codes of conductWork with the communities developing and using the science and technology (CLICK)Reinforce and recognise the work these communities are already involved in (CLICK)Further empower individuals in these communities (CLICK), including by strengthening linkages between science and security (CLICK)Continue to develop codes of conduct, values, principles and standards for dual-use research (CLICK)Provide the necessary resources to enable these efforts (CLICK)
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Presenter
Presentation Notes
Conclusions & Recommendations (2) – Outreach, Education & Raising AwarenessDevelop and comprehensive, sustainable outreach strategy (CLICK)Work towards a more harmonized, coordinated international framework on how relevant issues are taught (CLICK)Ensure such efforts also embrace non-biologists (CLICK)Wherever possible leverage existing resources and opportunities to build on what already exists (CLICK)Support community efforts to communicate the realistic benefits and risks to the general public (CLICK)
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Presenter
Presentation Notes
Conclusions & Recommendations (3) – Screening Frameworks for the Gene Synthesis IndustryTo harmonize participation in screening frameworks around the globe (CLICK) To encourage governments to support relevant initiatives by the gene synthesis industry (CLICK)Support efforts to develop schemes to certify compliance with industry best practice (CLICK)To ensure governments provide the necessary technical support to this industry to assist them in strengthening the hurdles against the malign use of their services (CLICK)
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Presenter
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Conclusions & Recommendations (4) – Strengthening International RegimesDevelop national and international oversight frameworks to address the security implications of progress in the life sciences (CLICK)Expand the web of relevant measures and organizations structures beyond the confines of a traditional security approach (CLICK)Identify areas of shared interest and projects of mutual beneficial between the science and security communities (CLICK)Continue to strengthen the relevant international treaty regimes (CLICK)Ensure existing export control measures continue to keep abreast of advances in the life sciences (CLICK)Improve efforts to identify advances in science and technology that might have distinct security implications (CLICK)
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Presenter
Presentation Notes
SB in Security / Policy Circles (2) – ISU/GF briefings SB issues have also been raised on margins of BWC Fourth such events to date organised by GF & BWC ISU (CLICK) Started off with an event to introduce the topic (August 2008) Make sure BWC community understands what SB is before they start to address its security implications Then addressed the benefits (Dec 2009) – too important to simply shut down Looked at impacts for health, industrial production, as well as arts & culture In Aug 2010, looked at broader societal implications Had speakers address ethical issues, safety issues and public perception Demonstrated (once again) how good SB community is at engaging with these issues Dec 2010, looked at security implications of SB – identified that there might be security issues Security issues could pose a distinct challenge to existing security regimes
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Not ‘are you 
part of the 
problem’

But ‘are you 
part of the 
solution’?

Presenter
Presentation Notes
Increasingly clear – if efforts to help ensure modern biology is safe, secure and used solely for beneficial purposes are to be effectiveGoing to rely on the community that do the workNot something that can be imposed from outsideOnly practicing scientists:Can identify what is (and what is not) good scienceKnow what usual behaviour isFrame these issues in a way that makes sense to other scientistsHave to get better at building bridges between science and security communitiesBWC considering setting up a mechanism to help achieve this from our sideLikely big 5 year review in December will create new portal for science based decision makingGoing to rely on contributions from people just like you
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